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ST & daeld 93 H Urenfray &1
A fARAR 980T T &7 § | IR WRBR
B gg 3901 & b =IufereT # adaret
A # @fdd geeHl &1 @Ra e
8| 39 B v T rferaar & wafhg
IAST AET TR Fhd & | TS TP
B USR—for@s ddbAidl oM W

SRR fepAe & |

AR &R @ 9 & b gAN <w H
R =g1g i, 2023, YRAR ARTRE
JRem  |fedl, 2023 UG WRAE WY
fAfem, 2023 AN AR A T F| gar
T T I TRE B & | AWPR
e N g fb e ufdar #§ g
qoN F B, A S BT FaAntior e
BT |

) BT | Fdied <™ A U
3T & & 1 ST gar S @ ueTs
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T IRD IR B i gfear 4
frefaa 8d g ok Wy e H
TR A9 ATt dab dfdess ard 8, 781
=1f3res IRIe # I8 & uTH BN | I gar
rfdraaden & forg R @ 91d B | 3eft
BTl H fI8R WRPR = "o &1 & fb gar
JfSaaar w1 Ui AlE 9 R ©Ud
UreaTe= Tfer & SREf |

JATSThel JAeTaTISAT BT el W=l
R IRAGY H 8 & g - I A

I P SRR &, Ol IR S & R
|l g1 gar SifeaRll B I8 M
fear ST =12y & o 9Rd WRaR ¥ 39
e # qradia e

e 2 b <9 & Taddn nared
# gar sifdaadr Ay o | I el
aforg BT & | I8 AT & geifad AT
2| BT 39 91 9 fafeq € & ufdrer
fafey fowmet erfdraaaret @ wearT vd
ST & AT e H e 991 B

Sy gRem M e R g oifdh
S WR W Sifadar geer Afefgs

U YR &l © | S uf3repr § gar

Sifergadrali &1 Ag@yul @G T o

WRER BT R T |

T WHR BT g faward g &
2047 H MRT U fAdmRId g 99 SR
3R foreg & TR 9T AT =Y | &1
@ a1 Afegarel Bl T IN H HAA
PR BT |

BH ATE HRAT AMMRY foh 3raTercy U
®act SfddT &I MR =2 B, afed
SHY 3T AHTSTS BT H ST 53l
2| S8l R IHRIADG Ahed €, Jal TR
Fatifior faerT 2 |

AT

aféa?m Il ﬁ =TT
WERIS Aured, fafer fawef
HI0 — 9471852600

TSR AU (Cyber Crime) FIT 2

NIEERERSEN L) (Cyber Crime) =
RGN Ty &1 wsd & o
PSR, B dcad A fSfed
Sagd &1 SHT IR B+ AT
JTIRTY B H AGE dx & forg fopan
ARY 3R AR D1, NIHT 29
3R i AT a1 ST gRIAT BT B |
g 3ifellse BT ® iR gHd Big
Himiferes M1 A8 g, R roRmedt
3R difed gferam % o2 01 81 Jad €.

ATFER YT D AT UHTR

(Cyber Crlme)

fd T (Hacking) :

G U |

e} R a1 edd q% Ugd I
3R SIHRI GRIAT |

fB R (Phishing) : 91 | Hde-Tela
SR (S UTdS, Hfse dre deR)

T R B foTU Aol SH T da¥TSC
SNE |

AAAAR (Malware) : HRCY BT THAT
YA A1 Sl R/E & folv amRe,

SIS, NEHIIR SI gHIGTOl AITedRR

BT |

ggaT_ &1 I (Identity Theft) : fareiy
3R @1 ARKITA AHABRI GRIH SHBT

TeTd XA HTeT DhXAT |

YIgmaaR (Ransomware) |
TP (encrypt) B fOBRIH AT |

W (Spam) : TSI AMAT H TATE $HA
ASHT, 3TRIR BRI IT FTRR A ™ &
ferg |

= I
forir A IRy gRTT, ORI AT |

STl AN SRR AT MY SR
TR |

JHa ggar: RRed a1 Aedd @l

I BT |
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IBATE BT FATST § Irrfa ar f&ar
BT |

Ruid &4 X (wWRa ®)

MY YR TRBR B A ATSER IR
RUIféT uda R SiTax R g wR
NERA

31T 1930 IS Fa¥ TR hie] HRb Ul
fRrprId B |dd &,

ATSER IURTE BT D AHT S1¢?

WG IR AP & oY ASIq 3MR
AAT UTAGE  (Strong & Unique
Passwords) Gl sﬁﬂm B, HTFeRIR
R UEaRRE BT 3use W, wfe
9 / fofd (Phishing) REEEAIESIRED
qE—HTE W FdD <8 (VPN BT YT
PN), A—BRE YAONGIUT (QFA) &I
ST &N, 3R Hgelid SN
NS AT F BN, AT &Y, ST B
frafia dm (Backup) o 3R fopedt ot
gEEEl @ gRd RAE @R (O
TSI 1930) |

IfRBITd  YRET SUTT  (Personal

Security Measures)

HOIqd UTIdS: & APBISC B oIy 3T,
T 3R SIfed urdas (3R, vt
3R Ucfip! BT HA3101) BT FANT BN 3IR
9= forafia wu 9 sgef |

ATFeA IR IUSe: 3+ TRfET RieeT,
U 3R USaRRY &I 893 JUscs
= |

TAGTIARYE / B TIRATe:  favaay
TSI 3R BRIRdld AlFcddR hl
ST P IR I8 b W |

PRI d 99 : 3w S0, A9 AT
Ufg—3mg # fau v foie R faetd 9 o,
e ardTrHe SrSals 7 & |

T—hdex JARAEDEA (2FA): et o
JUT BT, 2FA AT Ao l—hdex Jffeifedher
(MFA) eTH & |

dadeTid SHeRY: dere Hifsar ar
IR Agel W AUl ol SRy
(O I fSeeq, uraas) AT = BN |

STT IH3IIY: 307 TN Sl BT Frafid
I H RN (GBS $ST IT FATSS W)
o

ATdSIfT® WikFi: ATdSI~d WikFi BT
STIRT HRd I A9 I8 IT VPN
(Virtual Private Network) T TRINT .

HSHAT 89 TR T B (What to do in
case of an incident)

95 /F1S : g gt 89 R gRa
qrgs 9l pWIfad @rdl & ureds
TR Iof, PR 9 IR T & |

Raid ¥ : Y it AR TR A1
Rrerga ddfera sfereRar (S9
(cybercrime.gov.in T TSI 1930)
BT R T DN |

Al DY YRET (Child Safety)

gl Bl Sex-c @ Waxl © IR | fRrfera
P 3R SHB! 3fHerrs Tfafafry =
ATgeR H139 wA R fha+ ara a1
o gid 87

AR HIgA H oIl URTY BT THIRAT IR
R ol 8, S B WMl ¥ olan 3, 7
AT TP BT DT, AR BH—BHI ATSTaT
PIRIATH TP B Aehall ©, AT H SEAAT WY
BICT ©; SI 2fhT & fory

YT & FB IS8RV (IR B THR
P IATAR)

ST 3R ST AN : Fgex Rivew A
HEART AT SESHRI R TR 1 F 20 AT
Th BT O BT Ahdl &, T8 AR D
TR R AR praT 2 |

AT TETee) - 396 forv 3 9 7
AT T B Da SR AT & FHT 2 |

ATgER ATADAIG (FRT 66F) : IIC Dl
JRET Pl WA UgAN W IASIEA
BRIANT Th B Al BT TG 8, I8
U IR—STHICH STURTY & |

QAT (STRT 67A) : Ugell IR RET
PR TR 5 Tl T DI olet AR G IR
# 7 ATl T BT ST G ST & Ahell 2 |

ISR WY B IUDRT IEHT (STRT
66D) : SIS SUBRY & TR 3 T
TP DI He IT 1 AG T DI JHI |

YA AT T9B] (IPC DI ERT 504,
506) : Soldcid ARIH A SUH AT
gHGT ¢ TR 2 Al db B b AT
ST |

& 914

A AT Wit = (IT Act)
2000 3R W g€ wfear (IPC) &1
RN & d8d a9 Bl & |

JTURTET T TR BIAT B, T AT &
BT |

3 9Td, ATAATSA
arErrel @ forg 7 A
TP, AR IS GRe |
IS WIER Ifddbae &
oIy 3fTollay BRI B
IS BT UEETE B, S
VR IT S7fSfH 2000
3R IPC &Y fafer= eRrant
% TEd I Bl ¢ |

Taad, et Hehifd, add Ut Td
TTaA feaw & FIfden R

AT SHAR
3rferaerT

T 3Sod <=REIMAd
TI0-8910921270
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“HIR& elldbdd ol Ae :
& e R T SRERE @t W TEEl
- UB TS SIERIEU SUT RS HAT B STET

efter sare e
H0— 09934224104

il
ARG Shad D Al bl qad
IR SMIR IHD! AT Fawel 2,
IR S FIRJAT P SIGdT Iferahrail
&1 b, Afde gd Faenre e o
R Sl 8 | ATe dhadt o o
1 Ha el B, afed I Afdwm, fafdy ofiR
TR FRBRY B HRETT BT g & | W
H a1 AfSachel B ARER] =aTfdd
afhaT B T8 Foll, FAH eI AR
ATISTS  Hageierdl U&M dxdl 2 |
3T I8 fava daet URITd = 4 &1 8,
gfes R GuR IR Arwaitad
GG &l BT H8AYYl YT 99 D1 & |
Wdartre uRded § gar rfrawmren
DI qfadT
AR AT &7 sTeus 39 | 9 &l
g T AU & b a8 ydd ANTRS
DI FAM ®Y W AT TP ugd JiAred
PR | 5 AP Aed DI UIfe H Jar
Srferahrall @ qfiedT SIid HeE@yef B |
9 fafges HerIar ®al, e SreTerd,
faftrs Seear ARl Jer Miged
DI AN & ATEH | TS & dferd
3R IR W s a1 BT =R A Sre
BT B I 8 | 39 TPR JaT ATah]
Access to Justice P DA Rrgia ==,
qfeds FagTRe aRAfIadl 941 & |
=I1f® ufshar § AEeR® wd 92ra
ARTET
IAMYfh MR e H gdT Afeh
HI IEA qDb AT YfHeT el 7T 7
g dfcd I TMWRS gt FdTH

e IauET b Fh YN T
ThNH—FH I YoTell & Harel= |

IR UIRTT Afdpar dact Agifas raz=

3 fapRia T8 81 Iadl | 39 99T B

AEAY AMGE & R E| S-WIsferT,
Tgore R, fefea Rafe gaem aiR
MEMHRRIA Sforoid SmenRa S 2R
H SD] ST IRATAT Bl BRG]
I IGT RE 8 | S A Hfshar 3ifeep
T, UREHT 3R JTd S R B |

SHfEa afaer ik <afl¥ie gar o
GIERRGECHERIE

TR GaR BT faem § gar Afdrawhrall
&1 AT ¥y w5 | SHfRd arferarei
(PIL) & #em® W uRaferd il 21
qAfaRoT  ReT, AHATeR, e,
WReY, YRR & fvg dod 3R
RS ATAFT & AWl H O gdT
fSraeprall N1 GRR TfRIIY
RITUT ABT DT FATSAE! AT

AHTEIT %\rﬂ Mentorship Program,
IRS / HITS AfRBT ASANT YoITedT 3R
fear e =fRe | 9E, STRRI @
AT, R UAIRIUEE @ SfdR®
RTSTITT 3R AMRIS TaTd ST TRl
P TR & folv IR wemas, feer
3FEER faaRYT T2 SAfdrehral & fory gRa
R doamr Nt w1 T erdd
AR 2 | Al 37 Al BT FHRI
fafdrep 3R HRAMTT W W b i g,
a1 = Womell B UHh WIRD 3R
Hford e W 1T |

g9ig Sfaear six Bar-Bench 9¢]

a1 3ffeEhIAT DI BT Daer H=AT H

gfg | T8I, dfcd SID AR AR

% forg ORT &_cll &1 €1 39 UBR 9
TS AR FAST & drd A TTh
ATH T BT LD B & |

gar Afeawmen & g gHfaar ¢d
IS ST GHET

=% dfear H Afhy ARERl &
qasE  gar AfEwhiel Bl ATD
BT FAAT BT gsal © | fafer fRrerm gof
PR B dIG URMEG aul H A B
ffeaar, & #1 FH SR IR

Afdear ¥ fRiRa 8Il 81 Advocates
Act, 1961 3R Bar Council of India Rules
JrferahTRIl BT YT HATET, <TRATAT B
fer FFA SR qafdee @ fRaf @ e
@1 TR AU € | STe g1 STferahr g
Al BT ATHAR B &, dd Bar-Bench
yfshar # fagard sedr 2 |

forspe

=¥e ufbar H gar SrfeEhRIl @
Jeh TN ®dd ddd=T B

IRRAT U TR THRIT & wY H SUR
8, e SR s uicMmRIel gar
SiferahT 59 UeT ¥ faga 8 & fager &
NI Wﬁﬂ%@ﬁmﬁgﬁlunior
Advocate Stipend Scheme, Advocate
Welfare Fund T IR BISRIA WX W)
fefes  ABTIAT AR BT HTdY
fohaTaa 3Taegs B |

59 SR, g9 AR ANGTT Bl
3Ta 11 gar Sfferahiall & I H arerdh
AT & | AT Fa8R, J8d—DIed

JITIHT el, dfed =AD Albds &
afdsy @) Srfariar 81 9 wfdems @
3T R =A% IR & S 2 |
IfT el SR SOWR, "N 3R
TRRITTT I aTH faham ST, o1 wiRa
BT =TT YUTTelT 31fd FHdgeiid, gTdT

3R Ahdif3d a9 Tl 2 |
"RIRTfTeRT BT o JRIAT &1 B, a

AT JATATTHISAT BT ITHI ATH HRAT B

Huifs
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o ke

U AT

fagR smoidl e g, gen
A10—9934085354

gawil H BT Bl UGS b Ui Tehyvr
qGT & I8 AIUITdT & oIy I Havd
2| vEEAT e A& q S 2047 H
I d ART &1 AU <@ & 5 AR
PR W gaT SfferaRhIe Bl BT SfT
AU 2 | 37TST 41 <2 & 80 Hfcrerd 31
AT BT BT B Bl SAHHN a8l 7 |
ST AT ST AT FATHR AN DT
fafey & ufer SIFess vt |

AT H BART a1 Wb 3 e
T fAgeTeRI wkhAl | SRl 8T a8l
NIl @ gTad U9Td T IS
e 3R ARl ATETCl I TP
Y Hraf H ford 89 il S YRA™
FEG 3R I & oY 3rgM Havd B |
IS DI Al iy Rem e eRAr
gqrEdl ® dife S Il Arew A
RTeY 98 9NTIR® Siae SiF BT 31HE
ISR S d | ST o7Fg @f Tarer H
INAHS B TR 98 I8 310 TRId A &
HH DT AT HIAT © ST SAD Sl |
TR "IAdT & | 3R T ISR a8 2
T IRIR 3R TS I Wreared dRA
P SITE garATed dRal g, R a8
Sirae 9 fRTer 21 faeeingd) 81 51 & |
WRPRI el BT RIS A d gran
S g9R garsll &l sy a1 4
PTs PN 8! Bl & | ARG AT
H gar 4 &1 AT AT 3feATdT Sl &
AfpeT IR<Id H I8 ABRIHABAT ToR
BT ST | 3ATST BT AT BT gAAT T,
Hfed iR @R I f&ar T g 5
IFP] TAfh BT FIST BT GEHR T
B 2| W B v | A =T gar

PN wmeroiféser 3 ar sifyawrsit ot offrer srgegef ¥

7T AT B AR TR WeT © fbedl
BT | ST THS Bl T DI AR © 3
&I o o1 D9 Riare | arer
B1 a1 U1 A R © & g8 fawmd=
g P B, A Aeerr @ gl 9
TR T H [T GAl B | gLl BT AN
FHM HAT T TS & SR N BE W
SooTT¥ gaTll WR ST ST & © oifehe
ATl IdT & 39 v R oI+ 872
A BID! 3R TS AT & TR
Wl AR 3a9 &7 ER 8IAT § BIP] 8
Th IRAG ArTa 4T T B ReR 8
o 7| I Iz ¢ & wgfea & @
IS 59 RGN B FART DI Dl
TRRAT & 8 of Y&T 2| 8% @) 91 ©
5 T RN BT g Hdberar & 1 S9d
IAIEaR THY, e, A &R fra<)
BIKT & | JATST BT gaT U RIE W TSl &
STET & el &7 8% IRl §9 el 0
W Bl Aok 3l 2| 9P gy A
SRl & # # o IR fe@m &1 gava
T W P 1Y W Rl B T8 ABR
s e € %@ B W & At
fawafaemear ¥ &) af §9 gaR AT
fUaS! R 2 | &R Y ARl AN FIadh
IR FHed &, R FRed 4 IR ™
gfererd o1 &) A et arch & | a1 7
8Y A& 3R NUaS! ugde hall d
IR UM §OIR BU AEHT TR U™ Bl
Afrere € | a8 W) N Arell ¥ BRAT BT
¥T Tg T © | TR BRI HR B 3T
IRIR P U T &l fagar e |

TSHI IR G g8 ¢ | 9o Feqr & arg o
AT T BT U ¥ e fd " QR
TEARAT B UfY JMhIT © | s sy o 3R
ol U9 &1 TEE e b v
ST UfaYT BT =rear o eT 2 | | 9
HHM B UTRATREG <dTd © | FHS & a1
IE AR ST I | ArBRAT B forw §&
ST WRd W e Refy Sk &
IHI & | TH goI8 W gaT IR AR
ERGEGR R ERISIEAS A IS
I B A IIH I8 AT 2 | IR
TDR] TPb DR dToT el A7 |

a1 N1 &1 gl & f 39 @g A gaw
HI fHeT 1 T8 fiae =181 foar, =1 +fify
JMART &1, 9 & eEa 4, 7 & ol
RISTICTS &l T T DT BT aRIGHTRI
T DT AT SAHTHR TEAIT ST & <Al
P A FOT IUART BRI BT ST,
@R FAEATIT S &, A1 B ISR
D FUT b [QWIHR U HRIAT ST
g, W 39 faun § o1 S ugd &1 S
3T 91T B | JATST Ul AT HT IS 8
6 RIONR gapll & 9= B
ARG & AER TR TCF TR W
|refe fRidd fear S | wifs garsi &
9ISy & |1 §9 < BT 4TS WY T
21 39 fou o gaell @l WRer
BT & WRI BT UR 8IS RGP TE|
ST ARY | UH T HISSIH B R
FAY ST g SRIGARI JRh A= |
I3 | U8 9 ¢ {5 garehi & forg award
BT & aRATe §1 &, W FArAl Pl
ST AX THI THIA B 37U MBI

3T & JaT Farerdi H FFATHD SHoll 3R
Afg® JRT TR € IR ISR & TR
O B | gl O SAMGR] & 1T B
e ARd g R oA argar 7
AR G gaRel Ul © {5 97 @l
SAMERI ¥ S Jeal & A1l M o
Siad IOk ! <l | AT I8 © b
PR IFY Fagadl IR qagarcrai ol
RIGRTR &1 fAeRT a1, a1 sal SIRRT, @
B, g2 A a9 B ORIER Y 98T
B AU U IR BIC BIC g2l T Ue
DY UTel, g Rl I8 2 1w =
RGN ABNIT DI AT e B

g, 39 qoig 9 RITRI Bl 9R e

GBI TE! HRAT AMBY | IRISHTRT bl
AT B SITq HeR FPHPR U ¥R § PR
T O RGN gqrEl W TR BRI | Hg
T A1 I8 & b RIS &7 991 |
Gf$d 81 & folv o g I RTER
T gar it B | SHD! AB B B B
T AT 8 | 3 gar aIf Bl A
39 qAfadt ¥ gRads &1 8N 39
RIS &I U8TS ¥ 31U 3MMYPBT Bl
THIRIPR R IR B I g & ol B
PT UGS P AT TSAgoR & wY |
AT < APhd © 3R TE ASHIR &7 A8+
IR |
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AT, TeHT ST AT
H0— 9162533006

TRa

IRA # =19 YR U AHfed W 2
T STo1, GaaHdTe SiR aadid e
B €| 39 o & IR, gaT 9 Uh
AEayul offh IR Sl BT ST
qrell YfHepT T € | ARSI SR =
TUTTell & §19 Ugel §US f9g & w9 H,
AT qHIA T DHad @fwad f2al @
IS R © dfedd TaTerdl & JHTdT
BB AR HITS Jedl & Heor H

M IAREH ST E |
gl 31 denfae Rafa

WRA H ST U YSAIdhed Uac, 1961
ST IRYG BIAT ®, ST ddbiall bl =g
YUTTell BT Teb AfYIRd Tcdh HaT 2 |
&RT 29 T BT BT BT JITH FX
BT A9y SIfIPR U= HRAT © | URT 30
Y 3reTerdl 3R ATITRIRRON & FHeT
YT B B ANBR BT TRET <l 2 |
gRT 35 UPER STUNE 3R Afd

SaTaeE! GAREd el g |

AT DI $ D BT b HIaR U=l 4
TIY R B, UUaR faRWIfeRi @ik
AT S Bt ST BT T8 B & |
ATAd $ ARSI & w9 H gar
qPId

JHI DI YA Jafdhell & Yoic el
B B dfch I IR & AR B
21 o d Al §Am dwE 3R
BRATON S=a AT J17el H I
HIE 7 AT & U gaiel & o B fh
g AT T H AT DY AR

Y IR TRAT, T 3R fsgerdr & arr

Capkcad

a1 gDl @ folg, 9 BT BT Aol
2% $HMCER 3R RMER golid 3R

senferen ufshar & gar aalal oF s1fdrar

I ST, Teflel TAR BHRAT, ARS
qaTet AR AT BT ASTIT BRAT |

T I Uoe 99 goizaR RiE

TR GRATHT BT THT | SHBT MRV
F dR W I AR yomel @l
favag=RIdT 1 gwTfad Brar g |

g 96 ugd gad s

gar goiel B HEH SOl INTET
I FETIdT 3R = T6 Ugd H ¢ |
BT AT UIEIHROT AT, 1987 &

Ied A9 W, GoH BIc 7 39 910 W)
SR fear o wrdt =ama, gaorelt &) e
TR R iR T §, S ) iRl )
TN IR UheHfeled & Hgd Bl
IR HRAT R |

Afdear, sgEmEA IR AEEiS
fasra

qEd, gal daldll Hl AAR FANT B
dfya gt &1 wfiffe & @ o
e o et far Siran 2 |

FHIRT WA 9919 fQ8R I 7/

H, G I 7 oI BT TSI Pl
AU & Srgese 21 BT U AWM= 3T

GRIeR AfdedT S U @ g 2
Afgura Riz Ao 99 SR U_ W
TS A H, G DIS 71 Afcas ufrefor
IR FRAR ST e ol srawadar )
SR T, @I ga1 gaiell & (o] |

BIC 7 R ¥ gfc @1 & aorea ia

O fdar) s§ gHR gar adld
HeTiep GIAETaTdr & wu H P dRa
2, I8 gtea f e a1 e &
HRU R ¥ dfer 7 fpar o |

e 3k wHfed afrer &
CIRICAR]

AT gD SfRd ATfDT (PIL) § Aad
M I T, W YR Gaure
RTIIRA &1 U fafdre fagvar 2 |

g ql. W 99 AR €Y A9 |
G I 7 AldHd TSI DI TR BT
SER 1R, T IR & a1 AR Bl
BRI R TS AHE! o 3R 4§ Hawnfre
JFETEA! H ST H |erH ST 17 |

PIL H S9! AR Hifeld SIEIHRI BT

qATy® TfAfafe 781 8, afed =g &
gfer a9 ve 6 Ien ¥ |

e
qar gate A ufhar # raRerd

RIUR® ©| S0 YHdT  AfReTd
qHSH W W HIE 3mael &1 &
fAter =g # sraTerdl B ST B
TH Bl 85 © | I AR goretl #
ST BT fIear 991¢ @ IR B &
AT @1 FRAR Sidaar gfed o=
% forg AaTe, HRANTT wHeiA 3iR Afcid
ANTERE & AEgH W gar ddicll Pl

ASTYT HRAT ATILTF B |

IR ATHIRTS: =TT Pl AT

fparg |
=11fy® fofa 7 wgraar

=1 0T oFT aabTelt gIRT
TG &1 S dTell FETadT &
Torg R 9gd I R
&Rl | gaT qdied gEH

< N N q
Aecaqel qfHer e g

QT Sod AT
HI0-9835242960
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s
dus gATe
HEddh HUTadh
H0— 7631193459

IR g fava # |aifere gar srrara’ arel
< 7 | I FART <9 fwg # gar o
T TRATT 2 |

JATIRAT SHA B D! AT A5yl iR
Aqifere Afohd 3raRe BIell & | AR Bl
qoor a1l fdeR ud 9a g gdr
TIfhAl & HTegd | BlebR o § | Al
H UR wRh B & R dd Iholl
SHS! gHS! I8dl © | ST S5 Wfh
BT SR 9] HET ST & |

IR TS 997 3 AfE Jar ot o
R fAfed afReal o IeRES Bl
ST & T S qHTST T {707 81T 8
R FBRIHS BT § g o faed«d
BIT & | gar ¥Ifth Ife = & forg armarst
TOTdT & A1 I8 ABRIHS g Il § |
T A1 Per T 2 fF garil & wergy
FY IR BN AT TG fehar 7 |

fdcE e ok g wafa & b
fafdre «ifde o 8 € | Wifae fisi &
gs fRifed 81 9 € < A @t

IRIT ST AT Agclgrdl el g |

B G B A DT U ARl Bl
SETERVT & RT=IF 31T v =rsTa)
PR T AT STET I iR 3T A
3R 2 | gl & arraet W fadeia
Y DI T B fog SHd—gHd HivT
Ha PH IH H LIS B dlel GaRM
99 Afed 9 IR gar e <9 & fog
|G MBI B 347 | T areit o
ST 31T $TET ¥ TS Bl & |

<IeI e Sl ddra J

IeIr3il asl sidenI

FATS 3R <2 & fY |{B T B aTed
garsii P SMAISAT 2| AN BAR
FATST H FRI AR AT 3R AR BT
AT |

39 Bfo AR fawd aRRerfe 7 Farsil ot
9T TRTEY 8 S & | gdr U
Sofl BT A AT f&d d o g A
S T, WA, I AR =TT B
RO Bl § 1 ARl BT b AT
SfE™ e 2 |

SI9—Td 3Thd BT dlacl ASAT
AT B AT STHR BA) HATIT

bz RS XBT Ghe B dIed oxdY B
ECIRRCIDE]
STfare, g=arg g @ U Qe H
YRR 3R R Bl © g a9 3
B PRI, {B DI

I @i 3T ¥}

A BT 39 g L) &

9Ed B AT U A8 @

el BISHR BRI AN 3R AT T
9 99911 AR 781 |

Al B = 5 A 999 & g
M M B JMaIHAT B | = I
ST g9 BT 212 B o foody aufp &
8P JMUBR YT w0 A JRIE I3 | A
TRAT & A1 UAH Ah S ol D |
3R afy fosdl safs & Arer Tofa 81ar @

@ B 81d SR SR
Tl 99TY 74T -V 89
Il 91T 74T R |

3ITST T ol JAAH URSH PR M g
IIEdT & U U Bl AHR HRA B
forv a8 S die #edd dRaT @ |

QT SIfwier HT AU g1 RN BT @
Fifh TSt ¥ s s Saar 3

ST SN T XTI 2 |
TG AT B AT el T gedT Sird ¥

Hg=Id BT &Il aTeT STl aTell WA X |

S ST T AT a8 qR PR FhT & |
TG TG H SRRV B TRH HRAT MY
o f gART 9ATST 910 99 9 |
AT BT Alold /Y TATIT B DI &
BT | T Sootad <9 g9 Forea drl |
UHAT &1, AT IR 8, FqAreT § f&r
8, AriTe 3R e wHear &
3R =T UR 3R T & |

a7 &7l Ife et vd w@mride w5y
W 3T FRIaT BT BT AN AR ST B
foU B &A1 2 A1 I9 &1 79 fFEir
TR TR |

37T ¥ a1 a7 A BT AR

B X% HERT © <Y o STATdl g
IR TP IS T AT g Ferar ad

Tl S T8I 98T W el |
e | 3R AT B ol
A a® |

I T DI EAHD AT
TN BT R H SRR BT

‘(JII%Q | TFTCHD AT I

S8l 1 814 BIe 918
faga @ 99 98
Ha—a $19< 9 8

oo, et Henltd, add UorHt Ud
oA feaw @t Fifde SR

3T9Th /AT

Irfuraerr
QT Sod AT
H0-9110083075

B yeH.: 15

Year : 6,Vol.: 3

ffe—foref m weradr 2026



H0— 9939206327

PIs NI P ddal o9 I A8, dfed
Uiy SRR | UgaT=T Sl © | Siae
PHAATST 3R AIT—471d F AT STl 2 |
U 8l Afthed &I A & — HTd Ul |

WERY gRH 4 Fdhdas ddaia
Siae & Sed RRER dd ugar |anT
e, gfow AR gRs™, JaRe waedr
3R HITSATHD T BT URIH Bl
2| H Uie BT Sftad <0t Rigid a1
TRH SSTERVT B | BT RIS A TRA
T2 ST ITAT |ITSH, Tl iR TR
P TAH WR IR ITRSIAT Bl B
TR TR SR BT 2 |

G 8 AT WA, B 8 AT
R — &R YD1 4 S=H ug Bl
PR T8I, <RI wAT| SHDT
fhed 7 dael 077 o BT &H A
g ©, died FdaTierdl, Harg 3R

TAfGeT & ufey T | Y gyl 2 |

BT AN A & S TS H =rer & Foi
H I HRINTT Jedl | FHsiar a1 b |
HIE UTS BT TSI Sita g FATOrT
oxel ® f afth 781, Sadr giesiv

FISENERISIED

YRS Sfia va Rrer
9 TR 1972 ®I f[98R & AaM
Tl & #WeRmoe (e
aferan) § us far aRar 4
ST HiTeT Ui TeT 3R 19
P GPRI | Jo—d¢ | far

ST Uie Yd AT YA Uie & Hedl
q IS Afthed BT MHR f3ar| S8
URM® RIeT "eRSHS 9 qa1 I
Hreafte e fagm v & g @)
GIECEGKIEEINGECICy GRS R RGH Y
3R AESIH Shad B B Sl

“qRAfdP TSI I3 |
B oI @ G161 db

1987 H TIHIY H JSHR I8+ ATl
foRyRT & |1 FrdS=e SaT Bl

A &L, frarenr e - Fota a8

Heaqul YA g |

HTSTUT UQTT AL (2013—2017)

18 STTaR] 2013 BT I8 AISUT ([J8R H9T
Jfege B FTHeRT Wil 778 | I8 98 IR
o7 59 Ut Bl SHIMT WR W IS
BT B AILIHAT o | SAD Aged H
et Hed Bl el 9 9 'R dd
|IH (AT AT, 2014 & ATHAAT AT
H 38R % vASIY 1 VfeTiie e

YOI DI | B 3faleHl, RS
A | J IOMT & fAgaa=g ) =T
P T H SH| 1992 H HIOUT BT AA
T sPle § PRGN I 999 &
A1 IAGT Yol ToTiad Sia-
TRY g3 | s qg gar Arell, e
YR, X5 a3 WS HieH H bs

SRATSTHT = WTSTUT BT AR Soff o |
ey 74l & ®U ¥ s

WRY HAl B W9 H HA UiS @l
PRI HPhe T, AETHD GoR
IR yemafae foiat & fore S ST
2, Uh TP 3 Afe Iy I fRER B
WY T & 99 & w9 H S
AT 5T B @Ry il iR st
¥ feRardr 3R faaR &7 vl vEl € |

qgoll S BT

2017 ¥ 2022 — 29 TS 2017 9
I UE IR f[IER WHR H @rey
Td gRAR e HH & w H ISR
8T fHaT| I8 BRIBIA 9 S 2022
TH SR JET, d Th b I ARBR H
Hfec wRaqd &l gAT| 39 AR
AT FrAeTAT BT M ADBIDBROT TR
Fafrcar HwarRal &1 il W &M |
TN BRIGIT 2024 H 2025 (acHA
Hfae T®) —oFad 2024 H GT: S
ey w4 & wu A g e
3R I8 HRIBIA BRAY 2025 T FeTl |
WA 2025 H oI B AAY
(Law & Justice) T TfaRR TR
o 7T fba | 5 arafer H oY
ey T # fargfea,
Aifmrg guRi ok war
favaR @& @3 for forg

Y | TIRIRT PRIBTSA TeaR
2025 H I TH — 20

IS H.: 16

Year:6,Vol.: 3

ffer—oref ™ weradl 2026



/—377@95/

TEaR 2025 BT Y IR G| gA1a
% de A AR B TR
DISTIE TS & AT AT UlS Bl R A
WReY HA B ®U H HA U Pl L0

fovria w9aa | @Rd & i,
WREN Thledl /U9 B BRIYUT |
FUR, PA—TqRAT § IS AMAT H
HagTe  dge W Wk 9gd ©

s 12| 39 BridIa | d ga9 §
WReY WA S A1 & BT HATAI
BT ST f T R 2 |

T@ $1 Uq Ugd:
PIfde— 19 FEMR & SR WRY I

RIS 9ar fopar mar € |
rorfae el six faaremr

TS YIS &Y IHIfi— FeT — dfed,
fIaRERI—3eTRE, 3rema 8k v
7T UR 3MeTRd, 9 faaret & =2} TexId,

BT e FIIR, TR SRYATEAT H Sfae]
Uqd RARSHA WIHh dl dAd], Afedhd
Plcioll Td SRYATAl H SFTRIRAT FEITR,
AT YL, ICU S8, iAo 3iR 3fard
A3l BT GGEIDRYI, TR HaTAT Pl
IV Td SRERTS &Fl b g W
SR, I Hice uRReIfcrl 3 wemafie
o7 o a1 et ot aReEry e, ol &
I il R e g daeie 989
Mgl

F[A 90 & ®U A AT

20 AR 2025 W BA HA & HI H
TS Wi o fMRT @1 gfhar—afed |
uRemH—afad fa=m H N 98 R ad
feam 8| wawey O HaeTefia favmT &
AT DI HATAI DI <TIcad FHTeld §Y
I AIfva @ged iR wRImae
IR BT IRV WA fbar 2|
FEE FA B wY H HIA S BT
gfceproT HaemHe g, =T
TfehaT ¥ HEANT MR e gReRidr
TR DS RETE |

BT HAT § JHE ATGT:

I WRAR AR FIferd & 9
JER  GE, AT ARl @l
e gt T9 B fRwr § ugq,
faem ufsrametl &1 <dfoas w=a vd
AIEE 9 W 9, AP IR A
IS W@l R AGfhd IAd1, TRAR
qHeA! B gl R SR TS
qral § HH R T, SHBT 7T © b
G DT IR & | Gz Rved
DI qHIET AR YSIBRYI, dfdd A
DI AR "TH B U guR,

gfed TS SRR &I rIfidmar
d & | AT Bl d ATdSI D Sia- &l
e A4 B, g ol o 3 wosean
3R gedT IT@! UEaH 2 |

IESIKICE]

g wiRaRe Jedi | IS afh & | 37!
g Rl € 3R SdT U ga © | Aol
Sitas H |refl, SR SR edT
I faTeat o1 fewar 2

forsest

WA Ui YgRd [(BR @1 Jorfa 3
I9 41 BT wffAfed B €, i Hre
{ AT AR G A AT DI IEROT H
freare Y&l & | WRed SR B oI
i I8 g fbar € b Jrorifer dad
Yo7 T, o FemIfE e W 2 |

&g@mm%mwewga%%raﬁm@a
St FOTA TS Gl oL GEATEH ot Blicsed IFRIHA T TES|

— JIqET HHAR Uisd
Jfraedr, e ST AR
g Yur), Hor fafer yaiss

IR .17

Year:6,Vol.: 3

ffer—oref ™ weradl 2026



Neeraj Kumar
Advocate, Patna High Court
Joint Editor (Vidhi Vimarsh)

Mob.: 6287971401

crimes due to the rapid growth of

internet usage and digital
transactions. Common types include
hacking, identity theft, phishing, online
fraud, cyberstalking, cyberbullying, and
various financial scams.

India faces a wide range of cyber

Major Cyber Crimes in India are :-

1. Hacking and Unauthorized
Access: Gaining unauthorized entry
into computer systems to steal, alter,
or damage data is one of the most
prevalent cyber crimes. This
includes attacks on government and
private sector networks.

2. Identity Theft: Stealing personal
information (such as Aadhaar, PAN,
or bank details) to commit fraud or
impersonation is widespread,
especially with the rise in digital
banking and e-commerce.

3. Phishing and Scams: Criminals use
deceptive emails, fake websites, or
messages to trick individuals into
revealing sensitive information like
passwords or credit card details.

4. Online Fraud: This includes credit
card scams, online shopping fraud,
business email compromise, and
fraudulent transactions through net
banking or ATMs.

5. Cyberstalking and
Cyberbullying: Harassment,
threats, or bullying through social
media, emails, or messaging apps are

increasingly reported, often
targeting women and children.

6. Child Pornography and
Grooming: The creation,
distribution, or solicitation of child
sexually abusive material is a serious
crime, with specific laws to address it.

7. Ransomware Attacks: Malware is
used to lock users out of their
systems until a ransom is paid, often
targeting businesses and healthcare
institutions.

8. Email and Social Media Crimes:
Hacking of email accounts, creation
of fake profiles, and posting
offensive or morphed content are
also common cyber offenses.

HOW TO REPORT A CYBER
CRIME ININDIA ONLINE

To report a cyber crime in India online,

1. use the official National Cyber
Crime Reporting Portal
(https://cybercrime.gov.in)

2. Steps to File a Complaint
OnlineVisit the National Cyber
Crime Reporting Portal and click on
"Report and Track" or "File a
Complaint".Register with your name
and a valid Indian mobile number.
You will receive an OTP to verify
your identity.

3. Choose the appropriate category
(e.g., financial fraud, cyberstalking,
harassment, or other cyber crimes).

4. Fill out the complaint form with
accurate details of the incident,
including date, time, platform used,
and a description of the crime.

5. Upload relevant evidence such as
screenshots, chat logs, transaction
IDs, or emails.

6. Review the information and submit

"Cyber Crime in India:

Legal Framework, Remedies, and Prevention Strategies."

the complaint. You will receive an
acknowledgment number to track
your complaint status online.

7. Additional SupportFor women and
children, there is a special
anonymous reporting option
available.

8. If you need immediate help, call the
cyber crime helpline at 1930 or the
national police helpline at 112.The
portal is integrated with state police
cyber cells for faster action and FIR
registration. This process is available
24/7 and can be accessed from
anywhere in India.

What information and documents do
Ineed to file a complaint

To file a cyber crime complaint in India,
you need to provide both personal
details and evidence related to the crime.
The exact documents required depend
on the type of cyber crime, but the
following are generally needed:

1. Personal InformationYour full
name, contact details (mobile
number and email), and address.

2. Government-issued photo ID
(Aadhaar, PAN, passport, or driving
license) and address proof (utility
bill, voter ID, etc.).

3. Relationship to the victim, if
different from the complainant.
Evidence and Supporting
Documents Screenshots of chats,
emails, social media posts, or
transaction records.

4. Bank statements (especially for
financial fraud cases).

5. URLs of fraudulent websites or
profiles.

6. Call logs, phone numbers, or details
of'suspicious links.
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7. Copies of communications with the
offender (emails, messages, or
letters).

8. Foremail abuse: Copy of the alleged
email, complete email header, and
email trail.

9. For data theft: Copy of stolen data,
copyright certificate, and employee
details (if applicable).

10. Additional Details: A detailed
description of the incident,
including date, time, and nature of
the crime.

11. Any other information that may help
the investigation, such as suspect
details (name, email, phone number,
etc.).

Having all relevant evidence ready will
help speed up the investigation and
improve your chances of a successful
resolution.

LEGAL REMEDIES FOR CYBER
CRIME IN INDIA

Victims of cyber crime in India have
several legal remedies available under
the Information Technology Act, 2000
(IT Act) and the Indian Penal Code
(IPC), as well as the newly introduced
Bharatiya Nyaya Sanhita, 2023 (BNS).

Criminal Remedies : Offenders can be
prosecuted under various sections of the
IT Act,such as:.

Section 66: Hacking or unauthorized
access (up to 3 years imprisonment
and/or fine up to 5 lakh).

Section 66C: Identity theft (up to 3 years
imprisonment and/or fine up to X1 lakh).

Section 66D: Cheating by
impersonation (up to 3 years
imprisonment and/or fine up to X1 lakh).

Section 67: Publishing obscene material
(up to 5 years imprisonment and/or fine
up to %10 lakh).

Section 66F: Cyber terrorism (life
imprisonment in severe cases).[PC
sections also apply for crimes like
cheating, defamation, and criminal

intimidation, with penalties ranging
from fines to imprisonment.

Civil Remedies:

A. Victims can claim compensation for
financial or reputational loss caused
by cyber crimes.

B. Civil courts or adjudicating officers
can award monetary damages, with a
maximum of 1 crore for loss or
damage due to cyber contraventions
under Section 43 of the IT Act.

C. Injunctions can be sought to prevent
further misuse of personal data or
information.

Other Remedies:

A. Victims can file complaints with
local police, cyber crime cells, or
online through the National Cyber
Crime Reporting Portal.

B. For cases involving intermediaries
(like social media platforms), legal
action can be taken if they fail to
comply with court or government
orders to remove harmful content.

C. Specialized tribunals and cyber
appellate authorities handle complex
cases and appeals.

Legal remedies ensure that victims can
seek justice, recover losses, and prevent
further harm through both criminal
prosecution and civil compensation.

How to draft a strong FIR for an
online fraud case

To draft a strong FIR for an online fraud
case in India, ensure your complaint is
clear, detailed, and supported by
evidence. Here are the key elements to
include:

Essential Information

1. Personal Details: Your full name,
address, contact number, and email.

2. Date, Time, and Place: Specify when
and where the fraud occurred,
including the date and time of the
transaction or communication.

3. Nature of Fraud: Clearly state the

type of online fraud (e.g., UPI fraud,
phishing, online shopping scam,
etc.).

4. Description of Incident: Provide a
chronological account of events,
including how the fraud happened,
any communication with the
fraudster, and steps taken to prevent
loss.

5. Suspect Details: If available, include
the fraudster’s name, email, phone
number, bank account, or any other
identifying information.

6. Financial Details: Mention the
amount involved, transaction IDs,
and the affected bank account or
payment method.

Supporting Evidence

* Attach screenshots of fraudulent
messages, emails, transaction
receipts, or bank statements.

* Include call logs, chat logs, or any
other relevant digital records.

* If applicable, mention the ticket ID
from the National Cyber Crime
Reporting Portal or the helpline
(1930).

Legal Sections:

Reference relevant sections of the
Indian Penal Code (IPC) and
Information Technology Act, such as:

1. Section420IPC (Cheating)

2. Section419 IPC (Impersonation)
3. Section 66C IT Act (Identity theft)
4

Section 66D IT Act (Cheating by
impersonation).

Sample Structure

Begin with a clear subject line, e.g.,
“Complaint Regarding Online
Fraud.”Provide a concise summary of
the incident. List all relevant details and
evidence. End with a request for
investigation and action. A well-drafted
FIR with all these elements increases
the chances of swift police action and
recovery of losses.
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Introduction

With its unparalleled speed and
scope, cyberspace has become the
defining arena of the twenty-first
century, transforming identity,
business, governance, and human
contact. What was formerly an
auxiliary medium has evolved into
the main infrastructure of
contemporary life. With over 800
million internet users and an average
daily internet usage of about seven
hours, India is one of the world's most
digitally engaged societies. This shift
is especially noticeable there. Every
day, Indian users, particularly the
younger demographic - spend almost
two and a half hours on social media,
continuously creating, sharing, and
storing enormous amounts of
behavioral and personal data.

Even so there is an unpleasant
contradiction between India's
relatively new cyber-regulatory
framework and its booming digital
involvement. Although the
Information Technology Act of 2000
established the framework for
identifying electronic transactions
and punishing cybercrimes, it was

Cyber law :

designed in a time that was ill-
prepared to foresee the complex
threats of today, including identity
theft, algorithmic abuse, large-scale
data breaches, and cross-border
cybercrime. The Digital Personal
Data Protection (DPDP) Act, which
aims to protect individual privacy and
dataresponsibility, represents a major
legislative progression. However, its
practical influence is still diminished
by insufficient enforcement and low
public awareness.

By its very nature, cyberspace is a
borderless, constantly connected
network, which makes it both
extremely powerful and extremely
vulnerable. The increase in
ransomware instances, financial
scams, phishing assaults, and social
engineering schemes highlights the
increasing vulnerability of people,
organizations, and the government.
Cyber dangers becoming more than
just technological issues as
digitalization permeates education,
banking, healthcare, and governance,
taking on significant legal and
societal ramifications.

As a result, cyber law in India is
working to develop into a
fundamental component of digital
citizenship as well as a regulatory
framework. If cyberspace is to
continue to be a place of
empowerment rather than
exploitation in the years to come, it is
critical to close the gap between quick
digital consumption and strong legal
protection and the cultivation of a

India's Privacy Framework in the Digital Age

digital ethos where freedom and
security, expression and
responsibility,  innovation  and
protection co-exist.

Evolution of Cyber Law in India

India's swift digital revolution is
intrinsically tied to the development
of cyber law in that nation. A
comprehensive legal framework
covering electronic transactions,
cyber offenses, and digital rights
became essential as India moved
from a paper-based economy to a
digitally networked society.

Prior to 2000, internet activity was
not adequately addressed by Indian
legislation including the Indian
Evidence Act of 1872 and the Indian
Penal Code of 1860. Digital
signatures were void, electronic
records lacked legal recognition, and
crimes like data theft and hacking
lacked a clear legal foundation. After
India's economic liberalization in the
1990s, internet usage quickly
increased, making this legal void
obvious.

India became the 12" nation in the
world to implement a specific cyber
legislation when it passed the
Information Technology Act, 2000 to
solve these shortcomings. The
UNCITRAL Model Law on
Electronic Commerce, 1996 served
as the main model for the Act, which
reflected India's dedication to
international norms for digital trade.

The primary goals of the IT Act were:
e Sections 3, 4, and 5: Legal
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acceptance of digital signatures
and electronic documents

e Enabling electronic commerce
and e-government

e Cybercrime penalties
Adjudicatory mechanisms'
establishment

India had less than 10 million internet
users when the law was passed; today,
there are more than 800 million,
demonstrating the original
legislation's foresight as well as its
limitations.

The Information Technology
(Amendment) Act, 2008 significantly
expanded the scope of cyber law by
introducing provisions on:

o Identity theft (Section 66C)

e Cheating by personation (Section
66D)

e Cyberterrorism (Section 66F)

e Data protection and reasonable
security practices (Section43A)

This amendment reflected the shift
from mere facilitation of e-commerce
to cybersecurity and digital rights
protection.

While the IT Act does not create new
intellectual property rights, it plays a
crucial role in protecting IP in
cyberspace. Key sections include:

e Section 43: Penalizes
unauthorized access, copying, or
extraction of data, protecting
proprietary databases and trade
secrets.

e Section43A: Imposes liability on
companies for negligence in
protecting sensitive personal
data, indirectly safeguarding
confidential [P assets.

e Section 65: Criminalizes
tampering with computer source
code, crucial for protecting
software copyrights.

e Section 66: Addresses computer-
related offences involving
dishonest or fraudulent intent,
applicable to digital piracy and IP
theft.

These provisions complement
traditional IP laws such as the
Copyright Act, 1957 in the digital
environment.

The first conviction under the IT Act
0f 2000 was in State of Tamil Nadu v.
Suhas Katti (2004). The accused was
accused of violating Sections 67 of
the IT Act and other IPC laws by
posting offensive and defamatory
content online. The conviction was
obtained in a comparatively short
amount of time, proving the efficacy
and enforceability of cyber law. This
judgment affirmed the primary goal
of the IT Act, which is to guarantee
that electronic evidence is both
legally admissible and actionable and
that cyberspace is not a lawless
environment.

An important turning point in India's
cyber legal history is the Digital
Personal Data Protection Act, 2023.
The DPDP Act is centered on
individual liberty, informational
privacy, and accountability in data-

driven government, in contrast to
previous cyber laws that concentrated
on electronic transactions and
offenses. India's shift from a digitally
increasing economy to a data-
intensive society is reflected in its
evolution. One of the biggest
producers of data in the world today is
India. Large amounts of personal data
are gathered every day due to the
more than 800 million internet users,
the quick adoption of smartphones,
and an ecosystem powered by social
media, fintech, e-commerce, and
edtech. Before the DPDP Act, Section
43A of the IT Act, 2000 and related
regulations contained data protection
duties, but there was no specific data
protection statute in India. The
inadequacy of India's framework was
further revealed by worldwide
developments, especially the EU's
General Data Protection Regulation
(GDPR) and an increase in data
breach instances. Concerns about
surveillance, personal data misuse,
and the degradation of privacy in
digital governance were brought up
by the lack of a complete law.

The DPDP Act's philosophical and
constitutional underpinnings stem
from the Supreme Court's historic
ruling in Justice K.S. Puttaswamy v.
Union of India (2017), which
established the right to privacy as a
fundamental right under Article 21.
Data erasure and data minimization
were made possible by the Court's
clear recognition of informational
privacy and emphasis on an
individual's right to control the
distribution and retention of personal
data.

Objectives of the DPDP Act
The Act seeks to:

e Protect personal data in digital
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form

e Recognize individuals as Data
Principals

e Impose accountability on Data
Fiduciaries

e Enable consent-based and
purpose-limited data processing

e Ensure remedies for misuse,
over-retention, and unauthorized
disclosure of data

The Data Principal has the right,
under Sections 11 and 12 of the
DPDP Act, to request the erasure of
personal data that is no longer
required for the purpose for which it
was obtained or in cases where the
consent that served as the legal
foundation for such processing has
been revoked. This clause clearly and
afirmatively requires Data
Fiduciaries to remove such data,
unless the law requires them to keep
it on file. Thus, the right to erasure
serves as a legal counterbalance to
the culture of constant data hoarding,
upholding the idea of data
minimization and preventing the
covert build-up of digital dossiers.
Although the DPDP Act incorporates
this right within its structure even
though it does not specifically use the
poignant term "right to be forgotten."
The Act allows people to break
connections with out-of-date,
irrelevant, or biased data through
procedures like withdrawal of
consent, obligatory erasure, and
limitations on ongoing processing.
Though tailored to Indian socio-legal
realities, this strategy strikes a careful
balance between individual liberty
and justifiable public interest,
echoing the constitutional ethos
expressed in Justice K.S.

Puttaswamy v. Union of India
(2017) and resonating with
international jurisprudence like
Google Spainv. AEPD.

When taken as a whole, these rights
guarantee that people won't be forced
to live in a digital past forever and
that cyberspace won't turn into an
archive of perpetual remembering
but rather a place where people can
be healed, rejuvenated, and
reinvented.

The Act's framework is structured
around clear statutory obligations
and enforceable rights:

e Sections 4-6 mandate lawful
purpose and informed consent as
the cornerstone of data
processing.

e Section 8 imposes duties on Data
Fiduciaries to adopt reasonable
security safeguards and adhere to
data minimization principles.

e Section 9 accords enhanced
protection to children's personal
data, recognizing their
heightened vulnerability.

e Sections 11-14 enumerate the
rights of Data Principals,
including access, correction,
erasure, and grievance redressal.

e Section 18 prescribes stringent
financial penalties, extending up
to 3250 crore, underscoring the
seriousness of compliance.

Connectivity to Digital Assets and
Intellectual Property for
contemporary data-driven
businesses, the right to data deletion
has significant ramifications.
Algorithmic profiling tools,
proprietary consumer databases, and
Al training datasets, often considered

significant intellectual assets, must
now be examined through the prism
of privacy compliance. In order to
ensure that personal data
incorporated into business models
can be legitimately extracted or
anonymized without impeding
innovation or breaking the Act,
organizations must balance their
commercial interests with their legal
obligations.

India creates a uniquely Indian
framework while aligning itself with
international data protection
standards like the GDPR by
embracing data erasure and the
functional right to be forgotten.
However, the Act's effectiveness is
still being tested by issues including
enforcement capability,
technological constraints in
guaranteeing total deletion,
interpretational problems, and broad
State exclusions.

In recognizing the rights to data
erasure and informational self-
determination, the DPDP Act
articulates a principle of enduring
significance: in a digital democracy,
individuals must not become
prisoners of their past data. The Act
elevates privacy from a passive
expectation to an enforceable right,
affirming that technological
progress, however relentless, must
remain anchored in human dignity
and constitutional values.

Recommendations

1. India has to make investments in
forensic infrastructure, judicial
training, and specialized cyber
law enforcement agencies. Due
to institutional flaws and
technical complexity, conviction
rates for cybercrime remain low
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despite the thousands of
complaints that are filed each
year. To close this enforcement
gap, committed cyber benches,
skilled prosecutors, and judges
with digital literacy are crucial.

2. The Data Protection Board of
India must operate as an
impartial, adequately funded
body with well-defined
procedural protections. To
prevent the Act from remaining
aspirational, transparent rule-
making, time-bound grievance
redressal, and publicly available
compliance guidelines will be
essential.

3. India has to establish algorithmic
transparency standards as
decision-making becomes more
and more dependent on Al-
driven systems. To avoid
discrimination and arbitrariness,
explainability and auditability
should be required in cases where
algorithms affect welfare
distribution, employment,
creditworthiness, or content
visibility.

4. There is an urgent need for
particular legislative rules
addressing synthetic media
manipulation because deepfake
content is spreading at alarming
rates. India's cyber regulatory
response should include
mandatory watermarking of Al-
generated information, criminal
penalties for creating malicious
deepfakes, and quick removal
procedures.

5. Without cyber consciousness,
cyber law cannot be successful.
Users must be taught about their
rights to privacy, consent, data

erasure, and online safety
through national digital literacy
programs, especially those aimed
at schools, the elderly, and rural
communities. The first line of
defense against cyberattacks is
an informed citizen.

6. India has to strengthen
cooperation through bilateral
treaties, data-sharing
arrangements, and international
cyber rules because cyberspace is
borderless. Legal responses must
work internationally, much as
cybercrime syndicates do.

7. State exemptions under data
privacy legislation must be
strictly limited, reasonable, and
subject to scrutiny, even when
national security is a valid
concern. A democracy cannot
defend itself by undermining the
same rights it aims to uphold.

Conclusion

India now lives in two republics at
once: the republic of internet, which
is vast, ethereal, and always awake,
and the republic of geography and
constitutional text. With more than
800 million internet users, billions of
data points every day, and a
governance architecture that is
increasingly mediated by platforms,
databases, and algorithms,
cyberspace is now fundamental to
Indian democracy rather than an add-
on. From the facilitative optimism of
the Information Technology Act,
2000 to the rights-oriented design of
the Digital Personal Data Protection
Act, 2023, India's cyber law has
evolved, revealing a legal system that
is trying to keep up with the rapid
advancement of technology. The
DPDP Act aims to prevent

cyberspace from being soulless,
while the IT Act tried to prevent it
from being lawless.

By acknowledging data erasure,
consent, informational privacy, and
functional aspects of the right to be
forgotten, India upholds a
fundamental democratic principle:
people must keep control over their
digital identities. However, these
laws' promise is still brittle. The
discrepancy between statutory aim
and lived reality is made clear by
rising cybercrime statistics, frequent
data breaches, opaque algorithmic
systems, and inconsistent
enforcement. Without
implementation, privacy runs the risk
of ceasing to be an enforceable right
and instead becoming a rhetorical
decoration. Therefore, the real test of
India's cyber law framework is its
capacity to convert principle into
protection rather than its statutory
elegance.

Cyber law must develop beyond
reactive regulation into a culture of
digital constitutionalism - one that
strikes a balance between innovation
and accountability, advancement, and
human dignity, if India is to guarantee
that digitalization continues to be a
tool of empowerment rather than
exploitation.

The future of India's digital destiny
will be decided not merely by faster
networks or smarter machines, but by
the wisdom of the laws that govern
them; and by the resolve to ensure
that in an age of total connectivity, the
human being stays at the center of the
digital universe.
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Introduction

Artificial Intelligence—generated
deepfakes have emerged as a serious
threat to digital trust, enabling
sophisticated scams involving
impersonation, identity theft, and
financial fraud. Unlike traditional
cybercrimes, deepfakes exploit visual
and auditory realism, making deception
harder to detect and easier to weaponize.
In India, such misuse has resulted in
rising cases of online fraud, reputational
harm, and so-called “digital arrest”
scams, forcing courts to interpret existing
criminal laws in a technologically
evolving context.

The Rise of Deepfake-Enabled Fraud
in2025:

Deepfakes have evolved from novelty to
a potent tool for cybercriminals. Key
trends include:

1. Digital Arrest and Extortion —
Scammers impersonate law
enforcement officials via video calls,
using deepfake voices/videos to
accuse victims of crimes and extort
money under threat of arrest. Losses
in Delhi alone exceeded 1,200
crore in 2025.

2. Public Figure Impersonation Scams
— Al-based impersonation of public
figures to induce trust and execute
financial fraud.

3. Non-Consensual Content —
Deepfake explicit content and

extortion targeting individuals,
particularly women.

4. Voice Cloning and Social Engineering
— Al clones voices for romance
scams, executive impersonation
(Business Email Compromise), or
family distress calls.

Legal Framework Applicable to
Deepfake Scams

1. Information Technology Act, 2000

Section 66D: Cheating by personation
using computer resources — the primary
provision invoked in deepfake-enabled
frauds.

Section 66C: Identity theft through
fraudulent use of electronic signatures or
digital identifiers.

Section 66E: Violation of privacy
through unauthorized capture or
transmission of images.

Sections 67 & 67A: Applicable where
deepfakes involve obscene or sexually
explicit content.

2. Bharatiya Nyaya Sanhita, 2023 —
Replaces the IPC and includes:

Section 318/319 — Cheating by
personation.

Section 336 — Forgery for harming
reputation.

Section 356 — Defamation via electronic
means.

Section 111 — Organised crime
provisions for syndicated fraud.

Courts have invoked these in 2025 cases,
such as injunctions for celebrities like
Akshay Kumar, Ankur Warikoo, and
Sadhguru against deepfake misuse. The
Delhi High Court has ordered platforms
to remove content, recognising deepfakes
as privacy violations under Article 21.

3. The Digital Personal Data Protection

Deepfake Scams and Indian Law

Act, 2023 (DPDP Act) adds layers by
requiring consent for biometric data
processing, potentially covering
deepfake training data.

In October 2025, amendments to the IT
(Intermediary Guidelines) Rules
mandated labeling of synthetic content
and swift removal, imposing greater
liability on platforms.

Judicial Response: Supreme Court
and High Courts

The Hon'ble Supreme Court has
expressed concern over rising digital
arrest and impersonation scams, noting
that misuse of technology to imitate law-
enforcement or judicial authority directly
undermines public trust in the justice
system and requires urgent legal and
institutional attention.

High Courts, including the Patna High
Court, have intervened in cases involving
Al-generated content, emphasising the
protection of privacy, dignity, and
reputation under Article 21 of the
Constitution. Judicial directions for
takedown of harmful synthetic media
reflecta growing recognition that existing
cyber and criminal laws must be
purposefully interpreted to address
emerging Al-driven offences.

Conclusion

Deepfake-enabled fraud exposes serious
gaps in India's existing cyber and
criminal laws. While provisions under the
IT Act and the Bharatiya Nyaya Sanhita
offer temporary remedies, they remain
inadequate to address the scale and
sophistication of Al-driven offences.
Judicial concern, particularly from the
Hon'ble Supreme Court, underscores the
urgent need for targeted legislation,
stronger enforcement mechanisms, and
greater technological readiness to
effectively combat deepfake scams.
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The Chief Justice of India Justice
Surya Kant delivered the
Convocation Address at Chanakya
National Law University (CNLU),
Patna today. The Convocation was
special as it was held after six years,
covering six batches of students.
Justice Ahsanuddin Amanullah and
Justice Rajesh Bindal, Judges of the
Supreme Court of India also graced
the occasion. Sunil Kumar, Education
Minister, Government of Bihar,
attended as the Guest of Honour. The
Chief Justice of India appreciated the
Vice-Chancellor for his student-
centric administration without
compromising intellectual rigour. At
the outset of his Convocation
Address, the CJI announced that the
State Government has allocated
seven acres of land adjacent to the

University for its expansion,
expressing confidence that with

the support of the State ;
Government, necessary
infrastructure on this land would
be constructed soon.

Chief Justice of India (CIJI)
Justice Surya Kant on Saturday
said that “law draws its
legitimacy from the people it
protects”. “Law is not just for those
who can afford it, but for anyone who
is in dire need of it,” he said
delivering the Convocation Address
at the convocation ceremony of
Chanakya National Law University
(CNLU), Patna.

In his detailed 41-page University
Report, Prof. Faizan Mustafa, Vice-
Chancellor, Chanakya National Law

University, highlighted the
. recent academic, research, and
~ institutional achievements of
- the University. He emphasised
that in recent years, CNLU has
successfully attracted faculty
members and professionals
who are graduates of globally
reputed universities in the
USA, UK, Italy, and Germany,
with a conscious effort to

reverse brain drain and encourage
“Ghar Vapsi” of the best Bihari talent.
The Centre for Cyber Security and
Digital Forensics was inaugurated
by the Chief Justice of India during
the convocation. Prof. Mustafa stated
that the Centre now empowers the
University to train police officers of
the entire State of Bihar in digital
forensics.

A new Endowment "The Mohan
Ahuja Memorial Gold Medal for
Topper in Constitutional Law" for the
Master of Laws (LL.M.) course has
been instituted for in the year 2025.
Ms. Kshama Singh, is eligible for the
certificate of merit under this
category for the session 2024-2025
and will be awarded with "The
Mohan Ahuja Memorial Gold Medal
for Topper in Constitutional Law"
given by Dr. Vinay Ahuja, Director
Mohan Law House.
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r I Yhe Constituent Assembly
conceived the idea to make India
as a sovereign, socialist, secular,

democratic republic country and the

Constitution of India contains various

provisions to secure justice which

includes social justice, economic justice
as well as political justice for all its
citizens. A central mechanism through
which this vision of a Welfare State is
realised is Article 21 which guarantees
the right to life and personal liberty to
everyone. Though Article 21 is placed
among Fundamental Rights, its judicial
interpretation through judicial activism
has transformed it into a powerful
instrument for enforcing the welfare
obligations of the State. The connection
between Article 21 and the welfare State
lies in the understanding that life is
meaningless without basic socio-
economic conditions necessary for
human dignity. A Welfare State is one in
which the government assumes
responsibility for ensuring the minimum
conditions of a dignified life for its
citizens. This includes access to food,
shelter, health, education, employment,
social security and a healthy
environment. Unlike a laissez-faire State,

a Welfare State actively intervenes to

reduce inequality and protect vulnerable

sections of the society. The Indian welfare
model is constitutionally rooted in its

Preamble, Directive Principles of State

Policy (Part IV), Fundamental Rights

(Part III) particularly Article 21 of our

Constitution of India.

Article 21 has been judicially expanded to
impose positive duties on the State. This

shift is crucial in linking Article 21 with
the Welfare State. The Supreme Court of
India has repeatedly held that the right to
life does not mean mere animal existence
but it includes the right to live with human
dignity which necessarily requires the
fulfillment of basic socio-economic
needs for every citizen of India. The
evolution of Article 21 came with
Maneka Gandhi vs. Union of India (1978)
case which broadly changed the approach
rejecting the narrow interpretation earlier
adopted in A.K.Gopalan vs. State of
Madras (1950) case. It transformed
Article 21 from a procedural safeguard
into a dynamic source of human rights.

In Francis Coralie Mullin v.
Administrator, UT of Delhi (1981), the
Supreme Court of India held that the right
to life includes the right to live with
human dignity this interpretation directly
aligns Article 21 with the Welfare State's
obligation to ensure minimum living
standards. In Olga Tellis v. Bombay
Municipal Corporation (1985), the
Supreme Court recognized the right to
livelihood as an integral part of Article
21, observing that deprivation of
livelihood would lead to deprivation of
life itself. A Welfare State is duty bound to
protect public health. In Parmanand
Katara v. Union of India (1989) and
Paschim Banga Khet Mazdoor Samity v.
State of West Bengal (1996), the Court
held that the State has a constitutional
obligation under Article 21 to provide
timely medical treatment. Failure of
public hospitals was held to be a violation
of the right to life. In Chameli Singh v.
State of Uttar Pradesh (1996), the Court
emphasized that the right to shelter
includes adequate living space, sanitation
and access to civic amenities. This
interpretation strengthens the welfare
obligation of the State to provide housing
and urban infrastructure. Although the
right to education was later explicitly
recognized under Article 21A, earlier
judgments treated education as part of
Article 21, recognizing it as essential for
the development of human personality

Article 21 and the Welfare State

and social welfare. Environmental
protection is integral to a welfare State. In
Subhash Kumar v. State of Bihar (1991)
and M.C. Mehta v. Union of India, the
Court held that the right to a pollution-
free environment flows from Article 21,
emphasizing sustainable development as
awelfare objective.

The Directive Principles of State Policy
(Articles 38, 39, 41, 42, 47) reflect the
welfare aspirations of the Constitution.
The judiciary has harmonized Part I1I and
Part IV by reading Directive Principles
into Article 21, thereby making welfare
goals judicially enforceable. This
harmonization reflects the understanding
that Fundamental Rights without social
welfare are illusory and welfare policies
without enforceable rights lack
accountability. Article 21 has been used
to protect Bonded labourers, Slum
dwellers, Prisoners, Women and children,
Persons with disabilities through Public
Interest Litigation, courts have enforced
welfare measures such as food security,
rehabilitation, humane working
conditions and access to justice. In the
digital and technological age, the welfare
State must also protect Informational
privacy, Health data, Access to essential
services. The recognition of the right to
privacy in Justice K.S. Puttaswamy v.
Union of India (2017) strengthens
welfare governance by ensuring that
State welfare measures respect individual
dignity and autonomy.

Article 21 serves as the constitutional
bridge between Fundamental Rights and
the Welfare State. By expanding its scope
to include socio-economic rights, the
Indian judiciary has transformed Article
21 into an enforceable guarantee of
welfare. It ensures that the idea of a
Welfare State is not confined to policy
declarations but is realized through
constitutional accountability. In essence,
Article 21 makes the welfare vision of the
Constitution by ensuring that life is lived
with dignity, security and social justice,
making it the cornerstone of India's
constitutional welfare framework.
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